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ABSTRACT
This article presents the sensors fault diagnosis system design for the hydraulic system, which is based on the group of the three fault

estimation filters. These filters are used for estimation of the system states and sensors fault magnitude. Also, this article briefly stated
the hydraulic system state control design with integrator, which is important assumption for the fault diagnosis system design. The
sensors fault diagnosis system is implemented into the Matlab/Simulink environment and it is verified using the controlled hydraulic
system simulation model. Verification of the designed fault diagnosis system is realized by series of experiments, which simulates
sensors faults. The results of the experiments are briefly presented in the last part of this article.
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1. INTRODUCTION

Growing complexity of the controlled systems leads to
increasing chance of the system failure. The faults of the
system have negative influence to its control. The system
actuators and sensors are more sensible to the fault occur-
rence. At present, a lot of attention is paid to diagnosis
system design, which are used for actuators or sensors fault
detection, isolation and estimation.

Different fault diagnosis methods are used for the di-
agnosis system design. The selected fault diagnosis meth-
ods, based on the model of the system, are presented in
books [1], [2] and publications [7], [8]. In publication [4]
authors present sensors fault diagnosis method based on
principles of Kalman filtering and they use this method for
fault diagnosis of the time-varying system. In [3], the au-
thors present the diagnosis system and fault tolerant control
design, which is verified using the controlled three tank hy-
draulic system. Different approaches of the diagnosis sys-
tem design are listed in [5], [6] for the various types of the
hydraulic systems.

This paper is dedicated to design of algorithms for the
diagnosis of the hydraulic system sensors fault, which are
based on method presented in [4]. Also, this paper stated
the algorithms implementation to the Matlab/Simulink en-
vironment. Designed algorithms are used for the detection,
localization and estimation of the hydraulic system sensors
fault. The control of the hydraulic system is very important

step to proper functionality of the diagnosis system.
The second section of this paper is dedicated to algo-

rithm design for the hydraulic system state control with the
integrator. The third section is focused on the sensors fault
diagnosis algorithms design for the hydraulic system. The
designed control algorithm and functionality of the diagno-
sis system is verified by experiments and shortly discussed
in the fourth section of this paper.

Sensors fault diagnosis algorithms design for the hy-
draulic system is related to the tasks solved within the
project “University Science Park TECHNICOM for Inno-
vation Applications Supported by Knowledge Technology”
with subactivity “Center for Nondestructive Diagnostics of
Technological Processes”.

2. MODELLING AND STATE CONTROL DESIGN
OF THE HYDRAULIC SYSTEM

Considered hydraulic system consists of the three iden-
tical cylindrical tanks in interaction. Flow-rates q1(t), q2(t)
are inputs to the first and second tank. Liquid leaks out of
the second tank with flow-rate q20(t). Outputs of the hy-
draulic system are liquid levels in tanks, which are denoted
h1(t),h2(t),h3(t) [1]. Schematic structure of the hydraulic
system is illustrated in Fig. 1. Denotation of the hydraulic
system physical variables and parameters is listed in Table
1.
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Fig. 1 Hydraulic system schematic representation
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Table 1 Denotation of hydraulic system variables and parameters

inter tank cross sectional area sp [m2]

1st tank outflow coefficient µ13 [%]

3rd tank outflow coefficient µ32 [%]

2nd tank outflow coefficient µ20 [%]

1st tank input flow rate q1(t) [m3/s]
2nd tank input flow rate q2(t) [m3/s]
2nd tank output flow rate q20(t) [m3/s]
1st tank level h1(t) [m]

2nd tank level h2(t) [m]

3rd tank level h3(t) [m]

maximum flow rate q1max,q2max 1.5×10−4 m3s−1

maximum level h1max,h2max,h2max 0.62 m

Modelling and control design of the hydraulic system
is important assumption for the fault diagnosis. Controlled
hydraulic system without fault occurrence is considered as
nominal system.

2.1. Modelling of hydraulic system

According to the hydraulic system schematic represen-
tation (Fig. 1) and mass balance equations, the mathemat-
ical model of the hydraulic system is composed in form of
the differential equations as follows:

dh1(t)
dt

=
1
S
(q1(t)−q13(t)) ,

dh2(t)
dt

=
1
S
(q2(t)+q32(t)−q20(t)) ,

dh3(t)
dt

=
1
S
(q13(t)−q32(t)) ,

(1)

where water flow-rates q13(t),q32(t),q20(t) between tanks
are determined using the Torriceli - rule:

q13(t) = µ13sp
√

2g︸ ︷︷ ︸
k13

√
|h1(t)−h3(t)|,

q32(t) = µ32sp
√

2g︸ ︷︷ ︸
k32

√
|h3(t)−h2(t)|,

q20(t) = µ20sp
√

2g︸ ︷︷ ︸
k20

√
h2(t),

(2)

under assumption h1(t)> h3(t)> h2(t).
Mathematical model of the hydraulic system (1) can be

expressed using the nonlinear state-space description:

ẋ(t) = f(x(t),u(t), t),
y(t) = g(x(t), t),

(3)

with the state vector x(t) ∈ IRn:

x(t) = [x1(t),x2(t),x3(t)]T = [h1(t),h2(t),h3(t)]T , (4)

the input vector u(t) ∈ IRp:

u(t) = [u1(t),u2(t)]T = [q1(t),q2(t)]T (5)

and the output vector y(t) ∈ IRm:

y(t) = [h1(t),h2(t),h3(t)]T (6)

The general nonlinear state-space description (3) of the
hydraulic system can be rewritten in form:

ẋ1(t) =
1
S

(
u1(t)− k13

√
|x1(t)− x3(t)|

)
︸ ︷︷ ︸

f1(x(t),u(t),t)

ẋ2(t) =
1
S

(
u2(t)− k20

√
x2(t)+ k32

√
|h3(t)−h2(t)|

)
︸ ︷︷ ︸

f2(x(t),u(t),t)

ẋ3(t) =
1
S

(
k13
√
|x1(t)− x3(t)|− k32

√
|x3(t)− x2(t)|

)
︸ ︷︷ ︸

f3(x(t),u(t),t)

y(t) = I3 x(t)︸ ︷︷ ︸
g(x(t),t)

(7)

The nonlinear state-space description (7) of the hy-
draulic system is linearized around the operating point
OP = [xop, uop] using the Taylor expansion and subse-
quently discretized with the sampling period Ts = 1s for the
state control design purpose. The result of the nonlinear
state-space description (7) linearization and discretization
is the linear deviation model of the hydraulic system in dis-
crete state-space form:

∆x(k+1) = Ad∆x(k)+Bd∆u(k),
∆y(k) = C∆x(k),

(8)

where Ad ∈ IRn×n, Bd ∈ IRn×p and C ∈ IRm×n represents
the system dynamic, input and output matrices.
Discrete state space model (8) of the hydraulic system is
used for the state control algorithm design with integrator
of the control error.

2.2. State Control Design of Hydraulic System

The state control with integrator of the control error z(k)
is used for the tracking of the step changes of the reference
tanks levels. To fulfil the condition of controllability, only
the first and second tank of the hydraulic system are con-
trolled [3]. Under this assumption, the output equation of
the discrete state space model (8) of the hydraulic system
can be rewritten to the form:

∆y(k) = C∆x(k) =
[

C1
C2

]
∆x(k), (9)

where matrix C1 =

[
1 0 0
0 1 0

]
and matrix C2 = [0 0 1].

The control objective is to ensure that:

lim
k→∞

C1∆x(k) = yre f (k) (10)

To achieve this task, the discrete-time integrator of the con-
trol error z(k) is added to the state control design, which is
computed:

z(k+1) = z(k)+Ts
(
yre f (k)−C1∆x(k)

)
(11)
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According to the system output (9) and control error (11)
expressions, the augmented state-space form of the hy-
draulic system linear model can be determined:[

∆x(k+1)
z(k+1)

]
= Ac

[
∆x(k)
z(k)

]
+Bc∆u(k)+

+ Icyre f (k),

∆y(k) = Cc

[
∆x(k)
z(k)

]
,

(12)

with

Ac =

[
Ad 0
−TsC1 I

]
, Bc =

[
Bd
0

]
,

Ic =

[
0

TsI2

]
, Cc = [C 0]

(13)

This augmented state-space representation is used for the
control design using the pole placement method. The state
control law with the integrator z(k) has form:

∆u(k) =−K
[

∆x(k)
z(k)

]
, (14)

where feedback matrix K can be divided into the two ma-
trices K1,K2 and control law (14) can be expressed:

∆u(k) =−K1∆x(k)−K2z(k) (15)

matrices A
d
, B

d
, C

computing of matrix K – 
pole placement

specification of matrix K
1
 , K

2

using matrix K

T<T
final

Δu(k) ← - K
1
 Δx(k) - K

2 
z(k)

application of control input 
to hydraulic system

actualization of 
state, system output vector

and integrator z(k)

+

State feedback
control with integrator

End

-

augmented state space -
matrices A

c
, B

c
, C

c
, I

c
 

Fig. 2 State feedback control with integrator flowchart

The results obtained by designed control algorithm for
the hydraulic system are illustrated in Fig. 4, in form of the

time responses of the tanks levels h1(t), h2(t), h3(t) and
input flow rates q1(t), q2(t).

The algorithm of the state control with integrator is de-
signed (Fig. 2) and implemented in Matlab/Simulink envi-
ronment (Fig. 3).
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Fig. 3 State feedback control structure with integrator
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Fig. 4 Hydraulic system control simulation - nominal system

The results of control of the nominal system are used
for the evaluation of the generated residuals in sensors fault
detection of the hydraulic system.

3. SENSORS FAULT DIAGNOSIS SYSTEM

The design of sensors fault diagnosis algorithms is im-
portant step to increase reliability of the hydraulic system
control. Algorithms of the sensors fault diagnosis are im-
plemented into the complex diagnosis system. Concept of
the considered diagnosis system is composed from the fault
detection, isolation and estimation part (Fig. 5).

The fault diagnosis system is based on group of the three
fault estimation filters and each fault estimation filter is im-
plemented in Matlab/Simulink environment according to
the designed algorithm. These filters are used for the sys-
tem states and fault magnitude estimation. Estimation of
the system states is very important for the fault detection.
Each filter is insensible to fault of one of the three sensors
what is used for the fault isolation.
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Fig. 5 Concept scheme of the sensors fault diagnosis system

3.1. Sensor Fault Estimation Filter Design

This subsection presents algorithm design of the filter
for the sensor fault estimation, which is based on the fault
diagnosis method listed in [4].

The fault estimation filter design is based on the faulty
model of the hydraulic system, which is derived using the
discrete state space model of the system (8). Model of the
hydraulic system with fault has form:

∆x(k+1) = Ad∆x(k)+Bd∆u(k)+v(k)
∆y(k) = C∆x(k)+Fsf(k)+o(k)

(16)

where discrete state space model of the system (8) is ex-
panded by the sensors fault matrix Fs ∈ IRm×q. The vector
f(k) ∈ IRq consists of magnitude of the sensors fault.

It is considered that the system noise v(k) ∈ IRn and
measurement noise o(k) ∈ IRm are uncorrelated white
noises with covariance matrices Q = E

{
v(k)vT (k)

}
≥ 0,

R = E
{

o(k)oT (k)
}
> 0, respectively.

Under assumption presented in [4] that fault of all sen-
sors is very unlikely at the same time, the matrix Fs have to
satisfy these two conditions:

1. rank(Fs) = q, q < m,

2. rank(CFs) = rank(Fs),
(17)

where m denotes number of the system outputs.
For design of the three sensors fault estimation filters,

it is considered that matrix Fs ∈ {Fs1,Fs2,Fs3}. According
to the assumptions (17) for the sensors fault matrix Fs us-
ing the system outputs matrix C form, it can be expressed
fault matrix for each sensor Fs1 = [1,0,0]T , Fs2 = [0,1,0]T ,
Fs3 = [0,0,1]T .

Model of the hydraulic system with fault (16) can be
written, according to [4], in the descriptor form:

Ex̃(k+1) = Ãx̃(k)+ B̃∆u(k)+ G̃v(k)

∆y(k) = C̃x̃(k)+o(k)
, (18)

where:

x̃(k) =
[

∆x(k)
f(k)

]
, E =

[
In 0
0 0

]
,

Ã =

[
Ad 0
0 0

]
, B̃ =

[
Bd
0

]
,

G̃ =

[
In
0

]
, C̃ = [C Fs]

(19)

and In represents identity matrix of n×n size.
For the estimation of the state vector x̃(k) of the hydraulic
system in descriptor form (18), it is possible to design filter
using principles of Kalman filtering in form:

ˆ̃x(k+1|k) = TÃ ˆ̃x(k|k−1)+TB̃∆u(k)+

+L(k)
(
∆y(k)− C̃ ˆ̃x(k|k−1)

)
+

+N∆y(k+1),

(20)

where matrices T ∈ IR(n+q)×(n+q), N ∈ IR(n+q)×m, L ∈
IR(n+q)×m. Matrices T, N have to be designed under as-
sumption:

TE+NC̃ = In+q (21)

and these matrices are given by relations:

T = Φ
+

φ1 + Iϕ

(
In+q+m−ΦΦ

+
)

φ1,

N = Φ
+

φ2 + Iϕ

(
In+q+m−ΦΦ

+
)

φ2,
(22)

with:

Φ=

[
E
C̃

]
, φ1 =

[
In+q

0

]
, φ2 =

[
0
Im

]
, Iϕ = [In+q 0] ,

where Φ+ denotes pseudoinverse of matrix Φ.
The gain matrix L(k) of the fault estimation filter (20) min-
imizes the trace of error covariance matrix P(k|k− 1) =
E{
(
x̃(k)− ˆ̃x(k|k−1)

)(
x̃(k)− ˆ̃x(k|k−1)

)T} and it is com-
puted in each k step:

L(k) = TÃP(k|k−1)C̃T [C̃P(k|k−1)C̃T +R
]−1

(23)

where estimation error covariance matrix P(k|k−1) is com-
puted by iterative procedure:

P(k+1|k) = TÃP(k|k−1)
(
TÃ
)T −

−L(k)C̃P(k|k−1)
(
TÃ
)T

+

+TG̃Q
(
TG̃
)T

+NRNT

(24)

The algorithm for the estimation of hydraulic system
states and fault of the selected sensor is designed using ex-
pressions presented in this subsection. The designed algo-
rithm is illustrated as flowchart in Fig. 7. The computation
of the T,N matrices expressed in (22) is implemented as
kfe_paramA function. Inputs for the kfe_paramA function
are matrices of the faulty model and outputs are matrices
of the faulty model in descriptor form (18) with matrices
T,N. Computation of the gain matrix L(k) and covariance
matrix P(k+1|k) is implemented as Matlab function called
FE_Kalman_Gain.

Filter equation expressed in (20) is implemented in
Simulink environment and its simulation scheme is illus-
trated in Fig. 6. Estimation of the hydraulic system states
by created filter based on designed algorithm is used for the
hydraulic system sensors fault detection and isolation.

ISSN 1335-8243 (print) c© 2017 FEI TUKE ISSN 1338-3957 (online), www.aei.tuke.sk



34 Sensors Fault Diagnosis Algorithm Design of a Hydraulic System

delta u(k)

delta y(k)

A_til

B_til

C_til

Q

R

T

N

T*B_til
z
1

N

T*A_til

z
1

C_til

Matrix
Multiplyz

1

z
1

G_til

z
1

1
delta u(t)

2
delta y(t)

1
x_vec

A

B

C

G

Q

R

T

N

P

L

Pnew

FE_Kalman_Gain

MATLAB Function

2
f_vec

Fig. 6 Fault estimation filter implemented in Simulink
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Fig. 7 Selected sensor fault and hydraulic system states
estimation algorithm

3.2. Sensor Fault Detection and Isolation

Fault detection and isolation methods are based on
residual generation and evaluation in each simulation step.
If generated residual exceeds the threshold value, then diag-
nosis system generates symptom and produces information
about fault occurrence. Generated symptom is used for lo-
calization of fault occurrence [2].

Sensor fault detection uses residual generation in form:

r(k) = ∆y(k)− C̃ ˆ̃x(k|k−1), (25)

where matrix C̃ = [C,Fs]. As it is noted in subsection 3.1,
matrix Fs ∈ {Fs1,Fs2,Fs3}. Under this assumption, the de-
signed sensors fault diagnosis system contains three gener-
ators of the residuals r1,r2,r3 [4].

The residuals evaluation is based on approach presented
in [2] with using the RMS values as follows:

||ri(k)||RMS =

√√√√ 1
N

k

∑
j=k−N+1

(
ri( j)rT

i ( j)
)
, i = 1,2,3 (26)

It is important to determine residual threshold values using
the nominal system simulation results for their evaluation:

τi = sup
f ault− f ree

||ri(k)||RMS , i = 1,2,3 (27)

Symptoms si for i = 1,2,3, are generated according to
evaluation conditions:

||ri(k)||RMS > τi, then si = 1,
||ri(k)||RMS ≤ τi, then si = 0.

(28)

Combinations of the selected symptoms si are listed in Ta-
ble 2 and they are used for the fault isolation.

The three sensor fault estimation filters are implemented
in Simulink (Fig. 8) and each filter is designed according
to the algorithm presented in Fig. 7. In Matlab, the m-file
is created for the residuals RMS evaluation and symptoms
generation what is used for the fault detection and isola-
tion. Both presented program modules are the parts of the
diagnosis system and they are verified by the simulation ex-
periments.

Table 2 Sensors fault isolation

no
fault

sensor 1
fault

sensor 2
fault

sensor 3
fault

s1 0 0 1 1
s2 0 1 0 1
s3 0 1 1 0
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Fig. 8 Group of sensors faults estimation filters implemented in
Simulink

4. SIMULATION VERIFICATION OF SENSORS
FAULT DIAGNOSIS SYSTEM

The created sensors fault diagnosis system is verified
by the four experiments using simulation model of the
hydraulic system with the time duration Tf inal = 1000 s,
and the sampling period Ts = 1 s. The first experiment
is realized without sensors fault and results illustrates be-
haviour of the nominal system. The time responses of the
tanks levels and the inputs of the controlled hydraulic sys-
tem are illustrated in Fig. 4. The RMS values of residu-
als ||r1(k)||RMS , ||r2(k)||RMS , ||r3(k)||RMS computed in ev-
ery sample of the simulation are shown in Fig. 9. The re-
sult of this experiment is used for the determination of the
residual threshold τ1,τ2,τ3 values.
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Fig. 9 Time responses of the residuals RMS values for the
fault-free case

The various faults of each sensor are simulated in the
next three experiments. In the second experiment is simu-
lated abrupt sensor fault. The real and estimated time re-
sponse of the sensor fault is illustrated in Fig. 10. The
residuals evaluation in Fig. 11 shows that the first sensor

of the hydraulic system is affected by fault. The fault of the
first sensor is detected in T = 450 s and localized around the
time T = 542 s. The result of the hydraulic system control
with the fault of the first sensor is illustrated in Fig. 12.
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Incipient fault of the sensor is simulated in the third ex-
periment. The real and estimated fault magnitude is illus-
trated in Fig. 13. The time responses of the residuals RMS
values (Fig. 14) show that incipient fault affects the second
sensor of the hydraulic system. Fault occurrence is detected
and isolated in T = 369 s.

In the last experiment is affected the third sensor of
the hydraulic system by intermittent fault. Time response
of the real and estimated fault magnitude is illustrated in
Fig. 15. The residuals RMS values with selected thresh-
olds τi, i = 1,2,3 are shown in Fig. 16. Intermittent fault is
isolated 41s after its detection.
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Fig. 13 Estimation of the incipient sensor fault - the second
sensor
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Fig. 14 Time responses of the residuals RMS values for the
incipient sensor fault - the second sensor
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Fig. 15 Estimation of the intermittent sensor fault - the third
sensor
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Fig. 16 Time responses of the residuals RMS values for the
intermittent sensor fault - the third sensor

The results of the experiments show that the first sensor
fault isolation has the longest duration. The estimated value
of the each sensor fault is close to the real value when the
transient processes end. The realized experiments present
functionality and performance of the created sensors fault
diagnosis system.

5. CONCLUSION

This article presents fault diagnosis algorithms design
for the detection, isolation and estimation of the sensors
fault. Designed fault diagnosis algorithms are implemented
into the Matlab/Simulink and they are verified using sim-
ulation model of the hydraulic system. Also, the article
presents methodology for the creation of the diagnosis sys-
tem, which is based on the designed fault diagnosis algo-
rithms. In fact, the diagnosis system is based on the group
of the three fault estimation filters. Each fault estimation fil-
ter is able to estimate hydraulic system states and one sensor
fault using principles of the Kalman filtering. The results of
the simulation experiments show that the created diagnosis
system can be used for the detection, isolation and estima-
tion of sensors fault. The presented diagnosis system can
isolate and estimate only the fault of one of the hydraulic
system sensors, what is the disadvantage of this approach.
On the other hand, this diagnosis system can be used for the
time varying systems.

In respect to the goals of the project “University Science
Park TECHNICOM for Innovation Applications Supported
by Knowledge Technology” with subactivity “Center for
Nondestructive Diagnostics of Technological Processes,” it
is planed to extend the fault diagnosis system to actuators
fault detection, isolation and estimation ability. Also, the
residual evaluation implementation using stastistical meth-
ods is one of the future research goals.
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The laboratory model of the hydraulic system
(http://kyb.fei.tuke.sk/laben/modely/hyd.php) can be used
for the fault diagnosis algorithms verification. Mathemati-
cal model of the mentioned hydraulic system was derived
based on methods of the analytical or experimental identi-
fication and used for the various optimal control algorithms
design [10], [11]. The achieved results in the modelling and
control fields are the motivation for the diagnosis system
creation of the laboratory model of the hydraulic system
according to the methodology, which is presented in this ar-
ticle. Also, the control algorithms of this laboratory model
can be improved to the fault tolerant form.
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